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CDN DDoS

User

Attacker

Server: Apache/2.2.12 (Unix) PHP/5.2.5 Server: nginx/1.15.12
CDN Address: 183.131.196.116 Outgoing: 3Gbps
Domain: cdntest.geekpwn.org
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A new type of DDoS attack

1. WEHEHE LR EHBESMZ, (OB BREE N A K.
17 B8 PR 2% it ] DL S KA DD oS T ;

2. F|HHCDNT St A7 0 An N elJE, L4 DDoSHi# T RJLTF
538, H B e DA U
3. 5/4:DDoSAF, ZHW i FER G ZEENH O R
() BEE G

4. ZBEAEN il e, BEERGGCDNA S A, Ak
CDN FE 441 %%




AN & I KT

How did we discover such attacks
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GET / HTTP/1.1
Host: victim.com

Host: attack.com
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How did we discover such attacks
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’ GET / HTTP/1.1\r\nHost: a.com\r\nUser-Agent:Mozilla...

GET /HTTP/1.1

host a.com

user-agent Mozilla

typedef struct {
ngx_list_t

ngx_table_elt_t
ngx_table_elt_t

ngx_table_elt_t xre

ngx_table_elt_t
ngx_table_elt_t

headers;

*host;
*xuser_agent;
ferer;
*content_length;
*content_type;
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